Steps for the Early Detection of Risks 
Many countries, including those with "emerging" markets, have made great strides in recent years in achieving financial sector structural reforms. In the best cases, structural reforms have been combined with improved macroeconomic fundamentals and a commitment to sound governance and management that have produced strong results for financial services companies. This has moved in tandem with sound prudential regulation, and evolution towards effective risk management systems. However, in most cases, significant work remains to be done at the institutional level to head off potential crises, or to help formal financial institutions make a proportionately greater contribution to rising national incomes. The current crisis in Asia, as in the earlier crisis in the United States, demonstrates that rising growth or high incomes do not automatically protect against financial sector risks of systemic proportions. In fact, risks are frequently related to the volatility of companies and markets with high growth rates over long periods of time, or in markets that are in dire need of structural corrections. Few countries have ever been immune to these risks. 
What Are Some of the Early Signs of Risk?
While there are many warning signals, key risks frequently relate to levels of transparency, structural capacity, and general economic trends. These include the following:
Inadequate financial sector information. Markets trade on information. Developed markets trade on more and better information at a faster pace in greater amounts and with more complex features. To protect against downside risks, underlying market stability requires that the quality and volume of information be timely and accurate. Fundamental building blocks include useful economic statistics from government and other sources, firm-specific data in accordance with international accounting standards, and a thorough analysis by risk-takers and other participants. Where there is an absence of accurate and timely information, this should be viewed as a constraint on overall financial sector development-limiting investment and lending, and reducing the constructive contribution to be made by analysts, rating agencies, media and associations. Weaknesses in this area will probably show up in direct investment statistics. Such information weaknesses will also contribute to the volatility associated with portfolio investment. Such volatility underlines the need for effective regulatory oversight. 
Insufficient transparency. There is a need for timely and accurate disclosure of meaningful information to regulators and to markets. This is critical not only for safety and soundness in the banking and insurance sectors, but also for the orderly functioning of capital markets. Low levels of meaningful disclosure are now blamed for much of the market fallout in Asia in 1997, as well as for some noteworthy bankruptcies. If transparency is limited by tradition and culture, this should add a premium to risks associated with the market. This also makes supervision more difficult.
Weak and uncoordinated supervision. While markets perform better when freed of unnecessary regulatory constraints, markets also perform better when reinforced by underlying stability. Thus, prudential regulations need to be in place and enforced for financial sector stability to be achieved. In addition to the information requirements mentioned above, regulators need to interact with financial sector players to monitor their risk-taking strategies, the performance of their portfolios, and the potential impact downward movements could have on the financial sector, depositor confidence, and the economy at large. The absence of effective communication, cooperation and coordination between regulatory agencies (for banks and non-banks), between regulators and financial sector players, and between regulators and monetary authorities should all be viewed as significant risks. Likewise, markets are generally able to attract greater investment resources, generate increased turnover, and achieve higher levels of market capitalization when the risks of disorderly or unsound markets are perceived to be less. 
Unusual asset growth and extraordinary income gains. Extraordinary growth and gains frequently reflect rapid credit growth, temporary benefits from mismatches, or excessive risk-taking in trading and investment. At the firm level, these should be monitored for underlying quality and sustainability. Changes in this pattern should be discernible in most cases to management, and should be announced to the market to avoid shocks and surprises. At the macro level, such trends are frequently characteristic of a "bubble economy" where real estate and other asset values are highly inflated compared to general output and purchasing power parity norms. Extraordinary movements should be viewed with caution, particularly in economies that are characterized by income polarity, monopolies and price controls, government-directed credit, high inflation rates and fiscal deficits, and a general lack of breadth and depth of markets. Inability to detect and manage these risks represents one of the major contributing factors to systemic fallout in a number of countries and regions in recent years.
Foreign exchange imbalances coupled with pricing and interest rate risk. The mismatch of assets and liabilities frequently carries with it the risk of highly sensitive exposures that can have severe effects on portfolios. These can quickly spread to financial systems as a whole. The potential risks and sensitivities of many of these exposures are fairly straightforward in terms of pricing, interest rate and exchange rate volatility. However, it is the unanticipated volatility of movements which all too frequently leads to calls on foreign exchange reserves or scarce local currency units for coverage and support. Pursuit of risky strategies dependent on complex hedging instruments can also be costly in terms of fees paid, in addition to the risks assumed. 
What Can Be Done?
There are some practical steps that can be followed to promote improved risk detection among regulators. These steps can be helpful in preventing crises from occurring, and for maintaining up-to-date contingency plans as conditions change.
Develop and strengthen early warning systems in banking, insurance, and capital markets. Early warning systems to detect risk are generally quantitative and are frequently based on a review of regularly reported liquidity and solvency measures that reflect the quality of assets and sustainability of earnings. While not always a formal part of the early warning system, such warnings may also reflect the capacity of management to identify these risks, contain them, and report to the board to assess the suitability of the bank's strategy. While many countries have established regular reporting requirements, there are frequent problems with the quality of information. Thus, one of the starting points for effective early warning systems is the submission by financial institutions of meaningful and accurate information according to schedule. This can be accomplished by developing appropriate and timely systems of information-gathering based on standardized formats and accounting frameworks so that supervisors and market participants are working jointly through an orderly process. Another starting point is suitable, appropriate and up-to-date models in place to ensure that the processing of such information provides an accurate reflection of the levels and types of risks prevalent in the market within these institutions. Finally, there must be a mechanism to periodically evaluate the adequacy and accuracy of information being provided as a basis for analysis. 
Monitor management capacity at institutions to manage risk as a predictor of future risk levels within these institutions. Off-site analysis of current financial information provides the basis for assessing current risk within financial institutions (see "The Interaction Between On-site Supervision and Off-site Surveillance"). However, only a methodology to assess management's ability to manage risk on an ongoing basis can provide any insight into future risk levels of institutions for potential systemic risk. Effectiveness in this area requires close coordination between off-site supervision functions-such as statistical and financial analysis, peer group analysis, "stress" tests-and on-site inspections and examinations-full-scope examinations, or customized inspections to hone in on particularly troubling activities or risks. Frequently, there is less than sufficient coordination and communication between these areas, which reflects the added need for effective policy in banking and financial sector supervision to be in place. Such supervision policy includes managing and coordinating requirements internally-such as ensuring there is proper communication of risk warnings and assessments by on-site and off-site personnel-as well as ensuring proper guidelines are in place for management and coordination with external authorities, namely monetary authorities and policy makers responsible for banking and financial sector oversight. Without adequate policy and planning, it is likely that supervision will be ineffective in detecting financial sector crises, as well as in its mission to deliver needed information for financial sector and monetary stability. 
Monitor cross-over risk and general concentration involving large financial institutions on an ongoing basis for possible systemic risk. The Bank for International Settlements, the International Organization of Securities Commissions, and the International Association of Insurance Supervisors recently presented joint recommendations on guidelines to manage risks associated with the structures and portfolios of diversified financial conglomerates. Systems to closely monitor risks associated with banks, insurance companies and investment funds need to be in place because of the impact a downturn in their portfolios can have on the broader economy and financial sector. Firewalls need to be in place and complied with to ensure governance and management of these institutions are not unduly or imprudently influenced by cross-ownership considerations. 
Intervene in a prudent manner to enforce regulations without undermining acceptable levels of risk-taking in the market. Supervisory authorities need to be able to enforce regulations for meaning and effect. Frequently, regulatory authorities either lack a legal mandate to enforce prudential regulations, or they have been undermined by political or judicial institutions. This undermines their integrity, and makes it more difficult to identify risks early on. However, to avoid excessive regulation in a manner that undermines prudent risk-taking by banks and others, enforcement measures need to be customized to account for the magnitude of the violation.
Monitor economic trends and the scope and nature of financial market activity as features and dynamics continuously change. As economies become more open and grow, new products emerge that can potentially weaken financial sectors. In the worst cases, pervasive fraud or pyramid schemes can wipe out scarce savings, plunging a country into collapse and civil unrest. In more developed markets where spreads may be narrow and competition is tight, risk tolerances may be imprudently adjusted to increase earnings, cover for losses, or compensate for declining asset quality. Identification of risk requires that systems and analyses are frequently updated to account for new products in constantly changing markets. This will become increasingly important due to the sheer speed, complexity and volume of financial activity relative to traditional transactions, particularly with regard to derivatives and foreign exchange trading.
Encourage financial institutions to adopt management information reporting, modeling and internal controls which promote self-regulation while simultaneously providing the necessary basis for regulatory oversight. The reporting requirements and evaluation of risk management processes required by regulators should be the same as those that financial institution managers need to effectively manage the risk in their institutions. Effective risk management requires that financial sector players and regulators are communicating in a manner that helps to achieve a balance between financial sector stability and financial risk-taking. For example, there should be multiple uses for value-at-risk and stress test models, even if the objectives of those using these and other models are shaped by differing incentives. For regulators, risk management will need accurate and timely information so that reasonable qualitative judgments can be sustained on portfolio values--such as external market factors and the potential impact on borrower cash flows, or the duration and matching of interest rate- and exchange rate-sensitive instruments--and on franchise values--such as management teams and systems, quality of management decision-making, corporate governance structures, and goodwill in the marketplace. For market players, such information will be equally as valuable in monitoring risks and anticipated returns associated with their portfolios, adjustments that need to be made in terms of portfolio management decision-making, and the general quality of internal controls and systems in providing timely and accurate information to management for those decisions along with regular reporting to board committees for internal oversight purposes.
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